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(U) COST: (Dollars in Thousands)

PRQIECT
NUMBER & FY 2000 FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY2006 FY2007 TO
TI TLE COWVPLETE
X0734 I nformati on Systens Security
20, 105 31, 835 20, 942
TOTAL 20, 105 31, 835 20, 942

(U) M SSI ON DESCRI PTI ON AND BUDGET | TEM JUSTI FI CATI ON:  The goal of the Navy Information Systens
Security Program (I SSP) is to ensure the continued protection of Navy and Joint information and i nfornmation
systenms from hostile exploitation and attack. The ISSP is the Navy's inplenentation of statutory and
regul atory requirenments specified in Presidential Decision Directive 63, the Conputer Security Act of 1987
(Public Law 100-235), Appendix Il1l of Ofice of Managenent and Budget (OMB) Circular A-130, and DOD
Directive 5200.28. |SSP activities address the triad of Defensive Information Operations defined in Joint
Publ i cation 3-13; protection, detection, and reaction. Evolving detection and reaction responsibilities
extend far beyond the traditional I1SSP role in protection or Information Security (INFOSEC). Focused on the
hi ghly nobil e forward-depl oyed subscriber, the US Navy's adoption of Network-Centric Warfare (NCW pl aces
demands upon the | SSP, as the nunber of users explodes and the criticality of their use escal ates. Today,
the | SSP protects an expanding core service critical to the effective performance of the Navy’'s m ssion.

(U) The interconnectivity of Naval networks, attachnment to the public information infrastructure, and
their use in nodern Naval and Joint war fighting nmeans that the Naval Information Infrastructure (NIl) is a
hi gher value and nore easily attainable target. An adversary has a nmuch broader selection of attack types
fromwhich to choose than in the past. |In addition to the traditional attacks that involve the theft or
eavesdropping of information, USN information systens face advanced attacks involving malicious changes to
critical information, changes to the functioning of critical systens, denial of service, and the destruction
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of systenms and networks. Since nany Navy information systens are based on comercially avail abl e
technol ogi es, an adversary often has access to the very technologies they want to exploit.

(U) The rapid rate of change in the underlying comercial and governnment information infrastructures

makes the provision of security an increasingly conplex and dynam c problem | SSP provides the Navy's war
fighter the essential information trust characteristics of availability, integrity, authentication, privacy,
and non-repudi ati on. I nformati on Assurance (I A) technol ogy m x and depl oynent strategi es nust evol ve

qui ckly to neet the rapidly evolving threats and vulnerabilities. No |onger can information security
di vorce the information infrastructure.

(U) The Navy | SSP RDT&E program works to provide the Navy with these essential |IA elenments: (1) Assured
separation of information |evels and user comrunities, including coalition partners; (2) Assurance of the
t el ecomruni cations infrastructure; (3) Assurance of Joint user enclaves, using a Defense in Depth architecture; (4)
Assurance of the conputing base and information store; and, (5) Supporting assurance technol ogies, including a Public
Key Infrastructure (PKI) and directories. The goal of all |ISSP RDT&E activities is to produce the best USN operationa
system that can neet the certification and accreditation requirenents outlined in DOD Instruction 5200.40. Modeling DOD
and comercial information systens evolution (rather than being one-tine devel opnents), the | SSP RDT&E program nmust be
predi ctive, adaptive, and technol ogy coupled. The program devel ops frameworks, architectures, and products based on
m ssion threats, information criticality, exploitation risks, risk nanagenent, and integrated Joint information system
efforts.

(U Al |1SSP RDT&E efforts conply with the National Technol ogy Transfer and Advancement Act of 1995 (Public Law
104-113) as inplenented through O fice of Management and Budget Circular A-119 of February 10, 1998, DoD Instruction
4120. 24, Defense Standardi zati on Program (DSP), and DoD Instruction 4120.3-M Defense Standardi zati on Program Policies
and Procedures. The predom nant comrerci al standards bodies in | SSP-related matters include International Standards
Organi zation (1SO), Anerican National Standards Institute (ANSI), Institute of Electrical and El ectronics Engi neers
(I EEE), Internet Engineering Task Force (I ETF), Wrld Wde Wb Consortium (WBC), and National Institute of Standards and
Technol ogies (NIST). The Joint interoperability required in today’'s tel ecommunications systens nakes standards
conpliance a nust.
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(U) The interconnection of USN and the National Information Infrastructure (NII) requires all |SSP RDT&E
activities to adopt a m ni num standard of “best commercial |A practice.” The |SSP RDT&E program exarm nes comrerci a
technol ogies to determne their fit within the USN architectures, provides feedback to vendors about what the Navy
requires, and participates in the standards bodi es thensel ves. \When necessary to protect mission critical systens
specified in Clinger/Cohen Act, the | SSP RDT&E devel ops or tailors comrercial technol ogies, standards, and processes to
meet Navy-uni que requirenments; prototypes systems or portions of systems and exam nes their utility in operational Navy
settings; and, provides |IA expertise and engineering to Navy and Joint information system devel opnents. All | SSP
technol ogy devel opnent efforts solve specific Navy and Joint | A problens using techniques that speed transition to
procurenment as soon as ready.

(U) JUSTI FI CATI ON FOR BUDGET ACTIVITY: This programis funded under OPERATI ONAL SYSTEMS DEVELOPMENT because it
enconpasses engi neering and manuf acturing devel opnent for upgrade of existing, operational systens.
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(U) COST: (Dollars in Thousands)

PRQIECT

NUMBER & FY 2000 FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY2006 FY2007 TO TOTAL
TI TLE COWLETE  PROGRAM
X0734 I nformati on Systens Security

20, 105 31, 835 20,942

A, (U M SSI ON DESCRI PTI ON AND BUDGET | TEM JUSTI FI CATION:  The Navy | SSP RDT&E program provi des | A

sol utions for USN forward-depl oyed, highly nobile information subscriber. The Network-Centric afl oat war
fighter nust rely upon an assured information infrastructure, and the | SSP RDT&E program architects,

engi neers, and provides the Quality of Assurance (QA) consistent with risks faced.

(U) 1SSP RDT&E nust work closely within the Navy's Information Operations — Exploit (Signals
Intelligence - SIANT) and Information Operations — Attack (I NFOMR) comrunities. |SSP RDT&E devel oped
systenms nust dynami cally change the Navy's current assurance vector, based upon operational indications and
war ni ngs. To ensure interoperability, |1SSP RDT&E nust integrate fully with the Maritinme Cryptol ogic
Architecture. | SSP RDT&E devel oped systenms can provide the trigger for offensive warfare activities, such
as those devel oped by the Naval Information Warfare Activity (N WA).

(U) This program el enment includes a continuing effort to nodernize National-Security-grade (type-1)
cryptographi c equi pment and ancillaries with state-of-the-art replacenments in order to counter evolving and
i ncreasingly sophisticated threats. Comunication Security (COVSEC) and Transm ssion Security (TRANSEC)
evolution is from stand-al one dedi cated devices to enbedded nodul es incorporating National Security Agency
(NSA) approved cryptographic engines, |oaded with the certified algorithns and key, and interconnected via
i ndustry-defined interfaces.

(U In addition to protecting National Security information, |SSP RDT&E nust provi de enterprise-w de assurance
for statutorily protected information under the Privacy Act of 1974, Conputer Matching and Privacy Protection Act of
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1988, Medical Records Confidentiality Act of 1995, Mbdel State Public Health Privacy Act, 45 CFR subtitle A subchapter
C, parts 160- 164, 1999, and the Federal Education Records Privacy Act. |SSP RDT&E efforts nmust al so provi de assurance
to the broad spectrum of Sensitive-but-Unclassified (SBU) information such as financial, personnel, contractor
proprietary, and procurenent sensitive.

(U) The ISSP today includes nmuch nore that |egacy Conmunications Security (COVMSEC), Conputer Security
(COWPUSEC), and Network Security (NETSEC) technology. 1A or Defensive Information Operations, exists to

counter a wide variety of threats in a Navy environnent. |SSP activities cover all telecomunications
systens, and RDT&E projects must provide protection, detection, and reaction capabilities to the operationa
commander. | SSP RDT&E provi des dynam c risk nmanaged | A solutions to the Navy Information Infrastructure,

not just security devices placed within a network.

(U) Few technol ogy areas change as fast as tel ecommunicati ons and conputers, and | A nust keep pace.
This results in the continuing need to evaluate, devel op, and/or test |A products and approaches.
Technol ogy base efforts include devel oping or applying: (1) new secure voice prototypes; (2) technology for
a new fam |y of programmbl e Comuni cati ons Security (COMSEC) and Transmi ssion Security (TRANSEC) nodul es;
(3) security appliances and software for switched and routed networks; (4) technology to interconnect
networks of dissinmilar classification, as either Miultiple Security Level (MsSL) or Multi-Level Security
(M.S); (5) techniques for assuring code and data residing in and transiting the Navy’'s conputing base and
informati on store; and (6) a public key infrastructure (PKI) and associ ated access control technol ogies
(such as SmartCards and sinmilar security tokens).

(U) The resulting expertise applies to a wide variety of Navy devel opnent progranms that nust
integrate | A technology. Unlike traditional single-product devel opnent prograns, the | SSP RDT&E hol ds a
uni que Navy-enterprise responsibility outlined in SECNAVI NST 5239. 3.

(U) The | SSP RDT&E efforts nust conclude with certified and accredited systems. This requires (1)
Assured separation of information |evels and user conmunities, including coalition partners; (2) Assurance
of the tel ecomunications infrastructure; (3) Assurance of Joint user enclaves; (4) Assurance of the
conmputing base and i nformation store; and, (5) Supporting assurance technol ogies, including a public key
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infrastructure (PKI) and directories. To ensure interoperability and commercial standards conpliance,
these efforts often enconpass the research, selective evaluation, integration, and test of Conmercial off-
t he-shel f (COTS)/ Non-devel opmental Item (NDI) | A security products. For exanple, evaluation may include
def ensi bl e network boundary capabilities such as firewalls, secure routers and switches, guards, virtua
private networks (VPN), and network intrusion and nmisuse (IDS) detection systens.

(U) The current operating environnment has virtually elimnated the traditional distinction between
t el ecomruni cati ons and information systens. Because |Ais a cradle-to-grave enterprise-w de discipline,
this program devel ops the technol ogy and net hodol ogy to systens in devel opnment, production and operation
and devel ops the infrastructure needed to support and evaluate the security of depl oyed systens.

(U) The follow ng describe several mmjor |SSP technol ogy areas.
(U) Under the Navy Secure Voice (NSV) program | SSP RDT&E devel ops and assesses technol ogy to provide

hi gh grade, secure tactical and strategic voice connectivity. Efforts include designing, denonstrating and
integrating a secure voice capability for shipboard networks (IT-21) and other Command, Contr ol

Communi cations, Conputers, and Intelligence (C4l) programs and initiatives. Secure voi ce capabilities nust
i nclude switched, wired, routed, and wireless. |SSP RDT&E technol ogi es support will prototype and
denonstrate the secure integration and transport of voice, video, and data over Internet Protocol (IP) and
Asynchronous Transfer Mdde (ATM networks. Specifically, the secure voice programw |l examine digita

cellular and I and nobile satellite secure voice technol ogy.

(U) Under the Navy Security Managenent Infrastructure (SM) program |SSP RDT&E devel ops, eval uates,
and applies new emergi ng technol ogy and enhanced capabilities to the Electronic Key Managenment System ( EKMS)
and ot her Navy Information Systens. Additional efforts will focus on the architecture, design, and
devel opnent of systens to nanage the security paranmeters (i.e., cryptographic keys) necessary to the
operation of the systens devel oped by the Secure Data and Secure Voice portions of the ISSP. This includes
the application of Public Key Infrastructure (PKI) and Certificate Managenent |Infrastructure (CM)
technol ogy, and the devel opnent of inproved techniques for key and certificate managenent to support
ener gi ng, enbedded cryptographic technol ogy.

R-1 Shopping List — Item No. 198 - 6 of 198 - 23
UNCLASSI FI ED
Exhibit R 2, RDT&E, N Budget Item Justification



UNCLASSI FI ED

EXH BIT R-2, FY 2002 RDT&E, N BUDGET | TEM JUSTI FI CATI ON
DATE: JUNE 2001
BUDGET ACTIVITY: 7 PROGRAM ELEMENT: 0303140N
PROGRAM ELEMENT TI TLE: Information Systens Security Program (I SSP) PRQJECT TI TLE: | SSP

(U) Under the Secure Data program efforts focus on architectures, designing, acquiring,
denonstrating and integrating the I A technologies into Navy distributed information systens (e.gqg.
I nformati on Technol ogy for the 21%' Century (1T-21), new total ship conputing environments, and the Navy
Marine Corp Intranet (NMClI). This portion of the |ISSP supports delivery of network security engi neering
expertise needed to stand-up the NMCI and securely deploy | T-21 constituent systens such as Advanced Digita
Net wor k System (ADNS), G obal Comrmand and Control System - Maritine (GCCS-M and Base Level Information
Infrastructure (BLII). It includes activities to:
eEnsure that USN | A systens and networks follow a consistent architecture and are protected agai nst denial of
service
*Ensure that all data within the USN Enterprise is protected in accordance with its classification and
mssion criticality.
*Provide the ability to protect from react to, and restore operations after an intrusion or other
catastrophic event
*Enabl e dynamic throttling of services due to change in risk posture resulting fromchanging Information
Operation Conditions (I NFOCONs)
» Def end agai nst the unauthorized nodification or disclosure of data sent outside enclave boundaries
*Provide a risk-mnaged neans of selectively allowi ng essential information to flow across the encl ave
boundary
*Provide strong authentication of users sending or receiving information fromoutside their enclave
* Def end agai nst the unauthorized use of a host or application
«Mai ntain configuration managenent of all hosts to track all patches and system configurati on changes
*Ensure adequat e defenses agai nst subversive acts of trusted people and systens, both internal and externa
*Provide a cryptographic infrastructure that supports key, privilege and certificate managenent; and that
enabl es positive identification of individuals utilizing network services
*Provide an intrusion detection, reporting, analysis, assessnent, and response infrastructure that enables
rapid detection and reaction to intrusions and other anonml ous events, and that enabl es operationa
situation awareness

1. (U FY 2000 Acconpli shnents:
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(U (%$2,000) Initiated efforts to develop a flexible, digital nodular cryptographic solution based on

nmul ti -channel, progranmabl e technology to replace a wide variety of aging and obsolete cryptos in existing
and new navy conmuni cations systens/circuits (e.g., cryptographic equi pnments including the ANDVT, VI NSON
KG 84, KG 40 in support of Link-11, and the Thornton fam |y in support of Link-16). This capability wil
yield significant benefits including sinplified operation, inproved interoperability, and reduced space and
wei ght requirements. Ildentified and docunmented perfornmance paranmeters, formfactors, and interface

requi renents for the digital nodul ar cryptographic solution. These efforts were fully coordinated with the
Nati onal Security Agency. Continued devel opment of programmbl e enbedded COMSEC sol utions for the KG 3X
famly of cryptos to satisfy requirenments associated with Submarine Low Frequency / Very Low Frequency
VMEBUS Recei ver (SLVR) for cryptographic equi pment (KG 3X) replacenent. Began the devel opment and

i mpl ement ati on of benign keying technol ogy for crypto replacenent efforts.

(U (%$4,025) Continued devel opment of Electronic Key Managenent System (EKMS), and ensured conpatibility
with the Tier 0, Tier 2, and Tier 3 conponents and software.

(U (%$2,675) Continued the devel opment of Electronic Key Managenent System (EKMS) Phase IV for Tier 1
Tier 2 and Tier 3. This included support for incorporation of enhanced key managenent
capabilities/solutions for shipboard networks (IT-21) and the Navy Marine Corps Intranet (NMClI). Addressed
t he devel opnent and inclusion of web-based technol ogy and support for the incorporation of the Key Systens
Operations (KSO) exchange. Began the requirenments definition for integration of certificate managenent and
key managenment. Additional efforts focus on the devel opment and prototyping of the Navy Single Point
Command, Control, and Keying (NSPC’K) design and solution for Navy platforms, supporting the devel opment and
prototypi ng of the Data Transfer Device (DTD) 2000, and key managenent support for enbedded cryptographic
technol ogy and the Navy's crypto replacenent efforts. Conducted |aboratory assessnments of the | atest

Nati onal Security Agency (NSA) and i ndustry conmercial -off-the-shelf (COTS) key managenent technol ogy and
products, and denonstrations of prototype key management systens. Provided system security and
Certification and Accreditation (C&A) engineering and testing for key nmanagenent conponents and systens.
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(U ($750) Continued the design, devel opnent, evaluation and application of public key and certificate
managenent infrastructure technol ogi es and systens to support DoD and DON initiatives, including integration
with I T-21 and NNMCI initiatives. Prototype and assessed the use and application of medium and high
assurance comrerci al products for public key and certificate managenent infrastructures (PKI/CM)
applications, including the assessnent of these technol ogi es over tactical comunications paths. Continued
assessing the feasibility of integrating PKI/CM technol ogy with key managenent products and initiatives.
Wrk closely with the commerci al devel opers and vendors, infuse technology and requirenents into the
commerci al products, and support efforts to PKI-enable applications. Evaluated, assessed, and integrated
mul tiple related technol ogi es including security tokens, such as SmartCards, and virtual private networks
(VPNs). Supported the definition of standards for smart cards and the evolution of conputer workstation
technol ogy to support the w despread introduction of smart card technol ogy.

(U ($708) Continued the design, devel opment and assessnment of security solutions/capabilities for next
generation voice systens. Devel oped prototypes/denonstrations to illustrate secure voice, video, and data
capabilities over Internet Protocol (IP) and Asynchronous Transfer Mdde (ATM networks, specifically
addressing quality of service and reliability issues. Continued research into new secure voi ce technol ogy,
devel opi ng technol ogy and techni ques for secure voice over government and conmercial comrunications
backbones, specifically addressing wireline/wreless tel ephony and network applications applicable to
strategic and tactical comrunications. Continued to devel op and assess the technology for |ow data rate
al gorithms, voice conpression technology in conjunction with cryptographic al gorithmtechnol ogy, and

voi ce/ speaker recognition. |Investigated the application of digital cellular and satellite secure voice

t echnol ogy.

(U ($500) Initiated the analysis, design and assessnent of the Secure Voice-21 (SV-21). This included
the design and interfaces of the crypto gateways (i.e., network interface card, crypto interface card, and
t he voice processing card), crypto replacenment technol ogy, the SPC)K technol ogy to support the enbedded
crypto replacenents, and new voice algorithns (e.g., Mxed Excitation Linear Prediction (MELP)). This suite
of equi prment/solutions is targeted to support the LPD-17 class ships, the DDG 51 class ships, NSSN
(subrmarine), and CVX (carrier) class of ships by providing a secure voice solution for tel ephonic, tactica
and secure voice problens, specifically addressing the IT-21 initiatives.
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(U) (%$250) Continued to support secure voice and bionmetric access consortia. Continued |aboratory
assessnments of the |atest NSA and industry | NFOSEC technol ogy and denobnstrations of prototype voice systens.
Conti nued research into new high assurance secure voice technol ogy.

(U ($650) Continued the evolutionary devel opnent of security architectures for A that include virtually
all Navy distributed i nformati on system devel opnent progranms. Ensured the architecture evolves to provide
proper protection as technol ogy, DOD mi ssions, and the threat all evolve. Provided inputs to the major Navy
and joint initiatives that are defining and building distributed systens including shipboard networks (IT-
21), Maritinme Cryptologic Architecture, the Joint Technical Architecture, and | arge devel opnent prograns

i ncl udi ng @ obal Conmand and Control System — Maritinme (GCCS-M, G obal Command and Control System (GCCS),
Def ense Messagi ng System (DMS), Automated Digital Network System (ADNS), Base Level Infrastructure

| mprovenent (BLII1) and others. |Included both defensive protections as well as intrusion nmonitoring in the
architecture.

(U (%$3,187) Continued devel oping and testing distributed information systemsecurity solutions for Navy
i nformati on systens. This included the exam nation and sel ection of various conponents required by the
architectures that may include firewalls, intrusion detection systenms, virtual private networking systens,
public key based secure e-mail and web systens, operating systens and others as well as high assurance
conmponents for connection of Top Secret and sensitive conpartnmented information (SCl) systens to | ower |eve
systenms. Exami ned and eval uated next generation network security conponents including scal eable security
products, Asynchronous Transfer Mde (ATM firewalls and intrusion detection systens, and sophisticated
mal i ci ous code nonitors. Designed and prototype standard security suites for delivery to Naval commands,
bases, and afloat platfornms. Supported the design of situational awareness and visualization capabilities
to support active conputer network defense and the devel opnent of a sensor grid, with underlying data nining
and correlation tools. Prototype conponents and standard security suites at selected operational sites.

(U (%$2,010) Provided systens security engineering, C&A support to Navy information system devel opments
such as d obal Command and Control System — Maritinme (GCCS-M, d obal Command and Control System (GCCS),
Def ense Messagi ng System (DMS), Automated Digital Network System (ADNS), Base Level Infrastructure
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| mprovenent (BLI1), shipboard networks (IT-21), the Navy Marine Corps Intranet (NMClI), and new ship classes
(e.g., LPD-17, DD-21, CVNX, NSSN .), and others to ensure that security is integrated as early in the

devel opnent process as possible. W rked with application and system devel opers across Navy system conmands
to i nplenent security policies, architectures, and conponents during early stages of design. Focused on

i ntegration of the proper functions to ensure adherence to the conmon security architectures. Ensured that
the security and performance of the tactical systens, including those operating at Top Secret and sensitive
conpartnented information (SCl) are consistent with Navy and DOD requirenents.

(U ($825) Continued devel opi ng and updating | NFOSEC st andards and engi neering gui dance docunments to
ensure they are consistent with the security architecture, the rapidly changi ng technol ogy, and the evol ving
threat. Focused on the devel opnent of security procedures associated with standard network security suites
and tools.

(U (%1, 265) Developed, prototyped, and tested solutions to the coalition interoperability problem Based
the solutions on available nmultilevel security technol ogies as well as energing architectural methods of
providing interoperability across different security |evels.

(Y ($1,260) Continued vulnerability/threat assessments and devel opnent and systens integration of network
counterneasures tools (NVACM efforts.

3. (U) FY 2001 PLAN:

(U (%$2,000) Continue devel opnment of the digital nodul ar cryptographic solution based on nulti-channel, progranmble
technol ogy. Begin prototypi ng candi date cryptographic replacenent solutions for evaluation and assessnent in
representative Navy platfornms. Denonstrate digital nodul ar crypto solution at selected operational |ocations and
platforns to illustrate benefits and capabilities. Support the COMSEC certification process, including the conduct of
anal yses required and the devel opment of associ ated docunentation. These efforts will be fully coordinated with the
Nati onal Security Agency.

(U (%$2,533) Continue the devel opnent of Electronic Key Managenment System (EKMS) Phase |V for Tier 1, Tier 2, Tier 3
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and ensure conpatibility with Tier 0. Continue to research and investigate new key nmanagenent technol ogi es.
Denonstrate web-based technol ogy and KSO exchange capabilities. Denonstrate integration of certificate managenent and
key managenent directory structures and workstation functions. Denonstrate prototype of the Navy Single Point Conmmand,
Control, and Keying (NSPCK)design and solution for Navy platforms. Continue to support devel opment of the Data
Transfer Device (DTD) 2000, and continue to provide key managenent support for enbedded cryptographic technol ogy and
cryptographic replacement efforts. Conduct |aboratory assessnents of the |atest National Security Agency and
commerci al -of f-the-shel f key managenent technol ogy and products. Provide system security, certification, and
accreditation engi neering and testing for key managenment components and systens.

(U (%$2,811) Continue the design, devel opnent, evaluation and application of public key and certificate managenent
infrastructure technol ogi es and systens to support DoD and DON initiatives, including integration with shipboard network
systenms (1 T-21) and the Navy Marine Corps Intranet (NMClI) initiatives. Continue to assess the use and application of
medi um and hi gh assurance comrerci al products for public key infrastructure and certificate managenment infrastructure
(PKI/CM) applications, including integrating key management and certificate managenent infrastructures. Continue to
work closely with the commerci al devel opers and vendors, infuse technology and requirenents into the comrercia

products, and support efforts to PKl-enable specific applications. Continue to evaluate, assess, integrate and
denonstrate related technol ogies including smart card security tokens and Virtual Private Networks (VPNs). Assess the
potential application of bionmetric access control tokens (fingerprint, voiceprint, iris) and the eval uati on/devel opnent
of electronic comrerce applications to nore efficiently perform Navy busi ness functions using PKI technol ogi es.

(Y (%$8,600) This is a Congressional plus-up. Accelerate the design, devel opment, evaluation and fielding of a
public key and certificate managenent system and the supporting infrastructure. Develop PKI applications and concepts
as they relate to afloat platforns to include eval uation of Medium Grade Services (MSS), Directory Services Testing
(Single Sign On) and Hardware Cryptographic Modules (HCM. Conduct afloat denonstration of PKI on SIPRNET which will
enconpass use of Class 3 certificates, Local Registration Authority (LRA) support and will formalize the process for

i ntroduction of PKI into IT-21 Afloat (CGovernment O f-The-Shelf (GOTS) Delta) deploynent plan. Evaluate current PK
enabl ed applications to determne conpatibility with DOD PKI certificates and investigate DOD policy and procedures
required for enabling for PKI object signing certificates.

(U (%$2,000) Continue the design, devel opnent and assessnent of security solutions/capabilities for next generation

R-1 Shopping List — Item No. 198 - 12 of 198 - 23
UNCLASSI FI ED
Exhibit R 2, RDT&E, N Budget Item Justification



UNCLASSI FI ED

EXH BIT R-2, FY 2002 RDT&E, N BUDGET | TEM JUSTI FI CATI ON
DATE: JUNE 2001
BUDGET ACTIVITY: 7 PROGRAM ELEMENT: 0303140N
PROGRAM ELEMENT TI TLE: Information Systens Security Program (I SSP) PRQJECT TI TLE: | SSP

voi ce systems. Continue to exanmine ways to integrate secure voice, video, and data capabilities over Internet Protoco
(I1'P) and Asynchronous Transfer Mde (ATM networks. Denonstrate secure voice server Internet Protocol (IP) conversion
capabilities to interoperate with | egacy equi pnment. Continue research into new secure voice technol ogy, devel oping

t echnol ogy and techni ques for secure voice over governnent and comerci al communi cations backbones, specifically
addressing wireline/wirel ess tel ephony and network applications applicable to strategic and tactical conmunications.
Continue to devel op and assess the technology for |low data rate al gorithns, voice conpression technology in conjunction
wi th cryptographic algorithmtechnol ogy, and voi ce/ speaker recognition. Continue to assess the application of digita
cellular and satellite secure voice technol ogy.

(U (%$1,000) Continue devel opment of Secure Voice-21 (SV-21). This includes the devel opnment and integration of the
crypto gateways (i.e., network interface card, crypto interface card, and the voice processing card), crypto replacenent
t echnol ogy, the Navy Single Point Conmmand, Control, and Keying (NSPC?K) technol ogy to support the enbedded crypto

repl acenents, and new voice algorithns (e.g., Mxed Excitation Linear Prediction (MELP). Denonstrate the SV-21 suite
capability on a new ship operational platformfor test and eval uati on purposes.

(U (%$250) Continue to support secure voice and bionmetric access consortia. Continue |aboratory assessnments of the
| at est NSA and industry | NFOSEC technol ogy and denonstrations of prototype voice systens. Continue research into new
hi gh assurance secure voi ce technol ogy.

(U ($750) Continue the evolutionary devel opment of security architectures for |A that include virtually all Navy
distributed informati on system devel opnment prograns. Ensure the architectures evolve to provide proper protection as
technol ogy, DOD nissions, and the threat all evolve. Provide inputs to the major Navy and joint initiatives that are
defining and building distributed systens including shipboard networks (I1T-21), Navy Marine Corps Intranet (NMCl), the
Joint Technical Architecture (JTA), and |large devel opment prograns including d obal Cormmand and Control System —
Maritime (GCCS-M, dobal Comrand and Control System (GCCS), Defense Messagi nhg System (DVS), Automated Digital Network
System (ADNS), Base Level Infrastructure Inprovenent (BLII), and others. Include both defensive protections as well as
intrusion nonitoring in the architecture.

(U (%$4,430) Continue devel oping and testing distributed information system security solutions for Navy information
systenms. This includes the exam nation and sel ection of next generation networking conmponents required by the
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architectures that may include firewalls, intrusion detection systens (including host-based systens), virtual private
net wor ki ng systens, public key based secure e-nmil and web systens, operating systens and others as well as high
assurance conponents for connection of Top Secret and SCI systens to |lower |evel systens. Exam ne, evaluate, and
denonstrate next generation network security appliances, specifically focusing on increasing performance rates to
Optical Carrier Rate 12 (OC-12 = 622.08 MIlion Bits per Second (Mips)) and greater. Continue to support the design of
situational awareness and visualization capabilities to support active conputer network defense and the devel opment of a
sensor grid, with underlying data mning and correlation tools. Develop capability to renmptely nmanage and securely
control the configurations of network security conponents to inplenent changes in real tinme or near real tine. Continue
to prototype conponents at sel ected operational sites.

(Y (%$2,000) This is a Congressional plus-up. Develop and evaluate a network wi de Intrusion Detection System (|DS)
(referred to as Naval Intelligent Agent Secure Mddule (NIASM) which nonitors existing sensors and devices to include
Firewalls, Virtual Private Network (VPN) servers, and IDS's. Define interfaces to existing Commercial O f-The- Shelf
(COTS) products, collect and correlate data fromthese units and devel op al gorithms which will provide accurate, useful
information to the System Adm ni strator/Security Manager or Watch Officer. Design and devel op a network defense

vi suali zation capability which displays data collected by the network | DS system and defines the |level and severity of
the attack, as well as options and responses.

(U (%$2,500) Provide systens security engineering, certification and accreditation (C&\) support to Navy information
syst em devel opnents such as shi pboard networks (IT-21), Navy Marine Corps Intranet (NMCl), the Joint Technica
Architecture (JTA), and | arge devel opment prograns including dobal Command and Control System - Maritime (GCCS-M,

d obal Conmand and Control System (GCCS), Defense Messaging System (DMS), Automated Digital Network System (ADNS), Base
Level Infrastructure Inprovenent (BLII) and new ship construction (e.g., NSSN, LPD-17, SCN-21,.) and others to ensure
that security is integrated as early in the devel opnent process as possible. Wrk with application and system

devel opers across Navy system conmands to i npl enent security policies, architectures, and conponents during early stages
of design. Focus on integration of the proper functions to ensure adherence to the common security architectures.
Ensure that the security and performance of the tactical systens, including those operating at Top Secret and at
sensitive conpartnmented information (SCI) are consistent with Navy and DOD requirenents.

(U (%$461) Continue devel oping and updati ng | NFOSEC st andards and engi neeri ng gui dance docunents to ensure they are
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consistent with the security architecture, the rapidly changing technol ogy, and the evolving threat. Focus on the
devel opnent of security procedures associated with next generation network security suites and tools to facilitate rapid
transition of these conponents and tools to the Fleet.

(U (%$1,500) Continue to design, develop, and prototype coalition interoperability and nulti-Ilevel security solutions.
Base the solutions on available nmultilevel security technol ogies as well as enmerging architectural nmethods of providing
interoperability across different security levels. Continue to exanmine nmulti-Ilevel aware applications and technol ogi es

i ncl udi ng dat abases, web browsers, routers/swtches, etc.

(U (%$1,000) Continue vulnerability/threat assessnments and devel opnment and systens integration of network
counterneasures tools (NVACM efforts.

3. (U FY 2002 PLAN:

(U ($600) Secure Tel ecommunication — Internet Protocol (IP) Gateway/Inter-Wrking Function (IW). Finalize

devel opnent efforts for the production rel ease of a secure voice |W capability between Tel ecommuni cation and | P
systenms. Conduct denonstrations of the Secure Tel ecommunication — |P Gateway | W capabilities over operationa
comerci al and Navy conmuni cation systens for test and eval uati on purposes. Support production readi ness eval uation and
environnental testing for new ship construction delivery. Finalize open system design requirenents for the initia
production specification rel ease of Secure Voice 21 (SV-21) architecture.

(U (%$1,000) Tactical Secure Voice Internet Protocol Server IW. Release Request for Proposal (RFP) for an

Engi neeri ng Devel opnent Mbdel (EDM) to support design and integration of tactical shipboard secure voice systens into
the Secure Voice 21 (SV-21) architecture. Conduct |aboratory denpnstrations of secure voice interoperation between
tactical crypto equi pmrent and Voice over |IP (VolP) conversion capability. Evaluate VolP technol ogies within fleet
battl e experinments over Non-classified | P Routed Network (NI PRNET) and Secret |P Routed Network (SIPRNET) to determ ne
m ssion critical throughput reliability and inpacts on tactical enclave network configurations.

(U ($640) Secure Voice over Wreless Technol ogies. From next generation secure voice studies conducted in FY 01
denonstrate and eval uate Vol P using the | EEE 802. 11 standard for Wrel ess Ethernet Protocol (WEP). Conduct operationa
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assessnments on the applicability of digital cellular and hand-held satellite secure voice products within the Navy
strategic and tactical comrunication environnments.

(U ($615) Advanced Secure Voice System Devel opnent. Continue the design, devel opment and assessnent of security
sol utions/capabilities for SV-21 architecture applicable to strategic and tactical conmunication integration. Conduct
research on devel opi ng secure voi ce technol ogi es and techni ques for secure voice over government and conmercia

comuni cati ons backbones, specifically addressi ng Asynchronous Transfer Mde (ATM technol ogy and voice over data

net wor k applicati ons.

(U ($300) Voice Processing and Bionetric Access Consortia. Conduct exploratory research on digital voice processors

and voi ce/ speaker recognition technol ogies. Continue |aboratory research on digital voice processing techniques to

eval uate voi ce command and control comruni cation suitability in tactical Navy operational environnents. Develop and
assess digital voice-processing techniques for |low data rate, nmulti-rate, and variable rate voice processing al gorithns.
Support devel opment of governnment and i ndustry standards for digital voice processing technologies (e.g., M xed
Excitation Linear Prediction (MELP), in conjunction with joint cryptographic devel opnents.

(U (%$2,000) Continue devel opnent of a digital nodul ar cryptographi c design solution based on nulti-channel
programmabl e technol ogy. Enter certification and accreditation (C&\) cycle with the National Security Agency (NSA) for
first item Miultipurpose Cryptographic Unit (MCU) that will replace aging cryptographic equi pment where the USN is either
the sole or |ead user. Expand algorithmcapability to Joint comon | egacy systens. Fully define the first 4 interface
speci fications, and prepare specification and request-for-proposal (RFP) for release. Support the Communications
Security (COMSEC) equi prment certification process, including the conduct of analyses required and the devel opnent of
associ at ed docunentation. A new effort will be analysis and docunmentation required for software algorithm
certification. These efforts will be fully coordinated with the National Security Agency.

(U (%$1,615) Continue devel oping and testing distributed |IA solutions for Navy information systens. This includes the
exam nation and sel ection of next generation | A conponents required by the architectures that may include firewalls,

i ntrusi on detection systens (including host-based systens), virtual private networking systens, public key based secure
e-mai | and web systens, operating systems and others as well as high assurance conponents for connection of Top Secret
and sensitive conpartmented information (SCI) systens to |ower |evel systens. Exanine, evaluate, and denonstrate next
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generation network security appliances, specifically focusing on increasing performance rates to Optical Carrier Rate 12
(OC-12 = 622.08 MIlion Bits per Second (Mips)) and greater. Continue to support the design of situational awareness
and visualization capabilities to support active conputer network defense and the devel opnent of a sensor grid, with
underlying data mning and correlation tools. Develop capability to renptely manage and securely control the
configurations of network security conmponents to inplenment changes in real tinme or near real tine. Continue to
prototype conponents at sel ected operational sites.

(U (%$1,200) Wirk toward the Defense Advanced Research Projects Agency (DARPA) sponsored Common Intrusion Detection
framework (ClI DF) object nodel. Conduct experinment and prepare protection profile for Fleet Enclave boundary with

i ntrusion detection system (IDS) driven auto-responding security policy. Continue integration of USN depl oyed afl oat
and ashore network security systems into the Joint (Commander-in-Chief Space Comrand (Cl NCSPACE), Joint Task Force -
Comput er Network Defense (JTF-CND)) | A common operating picture (I1A-COP). Denonstrate the ability to share common | A
encl ave protection profiles definitions in response to Information Operations Condition (I NFOCONs). Expand activities
of the Fleet Information Warfare Center (FIWC) IDS correlation process, Navy Conponent Task Force — Conputer Network
Def ense, and the unification of the USN enterprise network operational status with the currently separate | A al arm
status. Continue to explore IDS alternatives to existing USN depl oyed pattern-recognition-based intrusion detection
systenms. Continuing tasks include: (1) expanding IDS requirenents, to address detection of both network m suse and
intrusion, (2) market survey of emerging agent and ot her sensor based |IDS products, focusing on CIDS Framework
standards, (3) defining architectures that optinize IDS nonitoring while mnimzing sensor count, (4) nobile subscriber
forward depl oyed and shi pboard I DS techni ques and products, (5) native Asynchronous Transfer Mde (ATM, Signaling
System Seven (SS7), sensors and alarmdefinitions, (6) workstation (personal) IDS techniques and products, and (7) build
upon I DS capabilities included in existing comercial -off-the-shelf operating systens. Working closely with the

Nati onal Security Agency (NSA) and the Naval Information Warefare Activity (NIWA), develop electronic infrastructure
defense rul es of engagenent (ROE) that maxim ze the probability of protection mssion success. Tasks include: (1)
defining potential rules of engagenent for automatic response to attack, (2) nodeling and war gam ng of auto-defend and
manual - def end scenarios, (3) optinmal selection of methods, (4) Conmand, Control, Conputers, Communi cations, and
Intelligence (C41) support plan, (5) battle danmage assessnment plan, and (6) assessnent nodeling of inpact to overall USN
enterprise. Response capabilities include |ocalized automati c and nmanual defensive and authorized active engagenent.
Includes the ability to quantitatively describe attack recovery (fratricide and hostile).
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(U) (%$130) Use current Navy |INFOSEC/ I A problens (to include network security, nmulti-Ilevel security (MS), public key
infrastructure (PKI), tokens, bionmetrics, intrusion detection and reaction) as the basis for case studies, |aboratory
wor k and student thesis research efforts. Based on continuing research, act as a focal point within DoN for advanced
education in INFOSEC/ | A by creating new and i nnovative course materi als addressing foundational issues in |A |NFOSEC
and Computer Security (COMPUSEC). This effort should reflect the cumulative, and nost recent, developnments fromIlA

t heory and practice.

(U (%$1,178) Continue to design, develop, and prototype coalition interoperability and nulti-Ilevel security solutions.
Base the solutions on available nmultilevel security technol ogies as well as enmerging architectural nmethods of providing
interoperability across different security levels. Continue to exanmine nmulti-Ilevel aware applications and technol ogi es
i ncl udi ng dat abases, web browsers, routers/swtches, etc.

(U (%$1,800) Continue the evolutionary devel opment of security architectures for I A that include virtually all Navy
distributed informati on system devel opment prograns. Ensure the architectures evolve to provide proper protection as
technol ogy, DOD nissions, and the threat all evolve. Provide inputs to the major Navy and joint initiatives that are
defining and building distributed systens including shipboard networks (IT-21), Navy Marine Corps Intranet (NMCl), the
Joint Technical Architecture (JTA), G obal Command and Control System - Maritinme (GCCS-M, G obal Command and Contro
System (GCCS), Defense Messagi ng System (DMS), Automated Digital Network System (ADNS), Base Level Infrastructure

| mprovenent (BLI1), and others. Include both defensive protections as well as intrusion nonitoring in the architecture.
Continue | A engineering, product selection assistance, and certification and accreditation support to Navy information
syst em devel opnents such as shi pboard networks 1T-21, NMCl), JTA, GCCS-M GCCS, DMS, ADNS, BLII new ship construction
(e.g. (NSSN, LPD-17, SCN-21.), Maritinme Cryptologic Systemfor the 21 Century (MCS-21), and others. Ensure IA
integration as early in the devel opnment process as possible. Focus on integration of the proper functions to ensure
adherence to the common security architectures. Ensure that the security and performance of the tactical systens,

i ncludi ng those operating at Top Secret and at sensitive conpartnmented information (SCI) are consistent with Navy and
DOD requi renents.

(U (%$1,000) Prepare and test |ab nmodel of a conmon criteria transition programthat noves existing USN | A products
and architectures to the newy required Common Criteria certified products and architectures, as published in March 2000
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by the National Security Tel ecommuni cations and Information Systens Security Comm ttee (NSTISSC), publication Nationa
Policy Governing the Acquisition of I A and | A-Enabl ed Information Technol ogy Products” (NSTISSP No. 11).

(U ($500) Continue vulnerability/threat assessnents and devel opnent and systens integration of network
count erneasures tools (NVACM efforts.

(U ($600) Begin a consolidated conputing base and data store vulnerabilities program Focus this year activities to
secure delivery of tactical/comand nobile code. Include the conmon DoD used forns of conputer operating systems and
nmobi | e code. Tasks include (1) expansion of techniques to other operating systens, including public and private
operating systenms, (2) trusted code delivery, (3) enclave nobile code repository, (4) database entry assurance, and (5)
ot her energing uses and users. Build configuration guidance for server-to-server trust relationships.

(U (%$450) Conduct uncl assified wireless |ocal area network (LAN) products programtesting and prepare protection
profile for shipboard, office, and limted field use. Tasks include: (1) vulnerability testing of several conmon
products (such as specifically within USN architectures), (2) security issues related to distributed antenna
distribution within command centers and | arge offices, (3) configuration guidance for general use of the Wred
Equi val ent Privacy (WEP) protocol, and (4) conplete a protection profile for "Wrel ess Network devices (access points
and clients) used on Uncl assified Networks."

(U (%$460) Continue devel oping and updating |A standards and engi neering guidance to ensure they are consistent with
the security architecture, the rapidly changing technol ogy, and the evolving threat. Enphasis is on the paralleling of
USN | A gui dance to nmatch the overall DoD Information Assurance Technical Framework (I ATF). This includes rapid guidance
publication in response to Fl eet-denmanded new t echnol ogi es, usually several years prior to release of a CC protection
profile. Work closely with Naval Postgraduate School to define a working set of A netrics applicable to the USN
enterprise. Goal is to work toward a Quality of I A value that is quantitative in nature, measurable, and optim zable.
Tasks include: (1) defining current | A state vectors, (2) defining cost values, (3) defining reliability values, (4)
defining availability values, (5) defining the Quality of | A value as stochastic nodel, and enterprise inplenentation
nodel i ng and neasurenents.
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(U ($500) Prepare protection profile for current Fleet enclave and shi pboard security architectures for | A that
include virtually all Navy distributed i nfornati on system devel opnent progranms. Continue refining an overall USN-w de
encl ave boundary policy - expandi ng upon OPNAV N64 USN firewall policy into a conprehensive nobile subscriber enclave I A
pl an. Ensure the architectures evolve to provide proper protection as technol ogy, DOD missions, and the threat al
evolve. Provide inputs to the major Navy and joint initiatives that are defining and building distributed systens

i ncl udi ng shi pboard networks (IT-21), the Navy Marine Corps Intranet (NMCl), the Joint Technical Architecture, Maritine
Cryptologic Architecture, and | arge devel opnent prograns including G obal Conmand and Control System — Maritinme (GCCS-
M, dobal Command and Control System (GCCS), Defense Messagi ng System (DVS), Automated Digital Network System (ADNS),
Base Level Infrastructure |Inprovement (BLII)and others. Specific tasks include: (1) technical requirenments devel opnent,
(2) architecture and canpai gn plan preparation, (3) policy framework docunentation, (4) application to surface,
subsurface, air, and first-ashore forces nmintaining connectivity to shipboard and ashore networks, and (5) coordination
with Fleet conponents.

(U (%$1,318) Conduct a detect-respond experinment as part of a Fleet Battle Experinent in support of the Joint Task
Force — Computer Network Defense (JTF-CND) and the Navy Component Task Force — Computer Network defense (NCTF- CND)
Working closely with the National Security Agency and the Naval Information Warfare Activity, field a test nodel of the
el ectronic infrastructure that inplenent defense rules of engagenment (ROE) that naxinize the probability of protection
m ssi on success. Tasks include: (1) defining potential rules of engagenent for automatic response to attack, (2)
nodel i ng and war gani ng of auto-defend and manual -defend scenarios, (3) optinmal selection of nmethods, (4) Command,
Control, Conputers, Communications, and Intelligence (C4l) support plan, (5) battle damage assessnent plan, and (6)
assessnment nodeling of inpact to overall USN enterprise. Response capabilities include |ocalized automatic and manua
defensive and authorized active engagenent. Includes the ability to quantitatively describe attack recovery (fratricide
and hostile).

(U (%$400) Update the methods and tools for the afloat certification and accreditation (C&\) red-team Revise
experinmental nodel, and understand network performance inpacts. Fornmalizes the experinmental nodel based upon OPNAV red-
team goals. Establishes firmstatistical nodel for team data gathering. Tasks include: (1) experinental nodel,

i ncluding statistical estimtion nmonment nminimum val ues, (2) defining statistical nmethods, including random sel ection
regime, (3) population definition, (4) data collection nethod and commn worksheet, and (5) statistical analysis
f ramewor k.
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(U (%$2,000) Conplete the devel opment of Electronic Key Managenent System (EKMS) Phase |V for Tier 1, Tier 2, Tier 3
and ensure conpatibility with Tier 0. Continue to research and i nvestigate new key managenent technol ogi es. Denpbnstrate
web- based t echnol ogy and exchange capabilities. Denpnstrate integration of certificate managenent and key managenent
directory structures and workstation functions. Denonstrate prototype of the Navy Single Point Command, Control, and
Keyi ng (NSPC?K) design and solution for Navy platforms. Continue to support devel opnent of the DTD 2000, and continue to
provi de key managenent support for enbedded cryptographic technol ogy and cryptographic replacenment efforts. Conduct

| aboratory assessnents of the | atest NSA and comrerci al -of f-the-shel f key managenent technol ogy and products. Provide
system security, certification, and accreditation (C&\) engi neering and testing for key managenment conponents and

syst ens.

(U ($786) Conduct analysis for Data Transfer Device (KOV-21), Single Point Keying, Netted Re-keying and
Modul ar KOK- 22 devel oprment. Conduct Security Testing, engineering and integration analysis for EKMS.

(U (%$1,000) Continue the design, devel opnent, evaluation and application of class 4 and 5 public key and
certificate managenent infrastructure technol ogies and systens to support DoD and DON initiatives, including
integration with I T-21 and other new ship initiatives. Continue to work closely with the conmercia

devel opers and vendors, infuse technology and requirenents into the comrercial products, and support efforts
to PKI-enable specific applications. Continue to evaluate, assess, integrate and denonstrate rel ated
technol ogi es including smart card security tokens and virtual private networks (VPNs).

(U (%$250) Begin key managenent architecture for forward-deployed tactical and shipboard “lights-out” or
m ni mal crew conmuni cati ons centers. This includes architectures for platfornms such as DD-21 and VA-C ass
submarines. The architectures and interfaces of systens such as El ectronic Key Managenment System ( EKMS),
public key managenent (PKI), and certificate managenent infrastructure (CM) nust be analyzed to determ ne
how i sol ated aut onated systens can be used to handl e el ectronic keying, authentication, and code
confirmation tasks.

(U ($300) Prepare protection profile and specifications for gateway to Secure Term nal Equi pnent (STE)
/ Secure Tel ephone Unit Third Generation (STU-111) Public Switched Tel ephone Network (PSTN) and | ntegrated
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Services Digital Network (ISDN) gateway keying systemrequirenments. Establish architecture for user keying
and access.

(U ($300) Prepare protection profile and define key managenent architecture for secure wirel ess Ethernet
| ocal area network (LAN)

B. (U) CHANGE SUMVARY EXPLANATI ON

(V) Funding:

(U FY 2000: -$312K SBIR reduction; -$514K W NSAT; -$1, 050K MJCS; -$100K NSS; -$448K ASN RDA
reduction; -$230K M scel | aneous Navy Adjustnents; -$5K Federal Technol ogy Transfer

(FTT); -$90K Section 8055 Congressional Proportionate Rescission.

(U FY 2001: +$8, 600K Congressional Plus-Up for PKI (Public Key Infrastructure); +$2, 000K
Congressi onal Plus-Up for NI ASM (Naval Intelligent Agent Secure Mdule); -$225K Section 8086 .7% Pro-
Rat a Reduction; -$70K Governnent-W de Rescission: PL106-554, Section 14

(U FY 2002: NA

(U) Schedule: Navy's 1% Qr |0OC/ GAT schedul e was inpacted due to the establishnment of a master
i ntegrated EKMS schedul e coordi nated anong NSA and Service representatives which synchroni zes the
i ndi vi dual EKMS efforts managed by the Navy and NSA. This naster integrated schedule was briefed and
approved by the Mlitary Comruni cations El ectronics Board (MCEB) in October 1999 and again in June
2000. This replan adopted a systemoriented devel opment approach and established a Final Operationa
Capability (FOC) date of August 2002. A nmedium degree of risk was associated with this date.

(U) Technical: NA
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C. (VU) OTHER PROGRAM FUNDI NG SUMVARY: (Dol lars in thousands)

FY 2000 FY 2001 FY 2002
ESTI MATE ESTI MATE ESTI MATE

COVPLETE PROGRAM

(U) OPN 3415 Information Systens Security Program (I SSP)
61,573 58, 026 78, 170

(U) O&WN 4A6M
11, 874 27, 419 18, 304

(U RELATED RDT&E:
(U) PE 0303140G (Cryptographi c Equi pnents)
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D. ACQUI SI TI ON STRATEGY

FY 1999 FY 2000 FY 2001 FY 2002 To
Conpl ete
EKMS
Program
M | est ones 1Q Tier 1 1CC
4Q Tier 1 FCC

Engi neeri ng 1Q-Build Rev 3

M | est ones

T&E 3Q Tier 1 Test 1Q Tier 1

M | est ones Gover nment Accept ance

Test (GAT)

Cont r act

M | est ones

R-1 Shopping List — Item No. 198 - 24 of 198 - 23
UNCLASSI FI ED
Exhibit R 2, RDT&E, N Budget Item Justification



UNCLASSI FI ED

EXH BIT R-3, FY 2002 RDT&E, N PRQJECT COST ANALYSI S
DATE: JUNE 2001
BUDGET ACTIVITY: 7 PROGRAM ELEMENT: 0303140N PRQJIECT NUMBER: X0734
PROGRAM ELEMENT TI TLE: Information Systens Security Program (I SSP) PROJECT TITLE: | SSP

Exhibit R-3 Cost Analysis (page 1) Date: MAY 2001
APPROPRIATION/BUDGET ACTIVITY: 7 PROGRAM ELEMENT: 0303140N PROJECT NAME AND NUMBER: ISSP
(X0734)

Contrac | Performing Total FYO1 FY02 Awar Target

t Activity & PYs FYOl | Awar [ FYO2 | Awar | Cost d CostTo Total Value
Cost Categories Method | Location Cost Cost d Cost d Date Complet | Cost of

& Type Date Date e Contrac

t
HARDWARE CPFF/ VIASAT 0 7,282
DEVELOPMENT 7,28 0 0 7,282
2
SOFTWARE DEVELOPMENT | CPAF SAIC 29,5 233 | 03/0 0 0| 29,83 | 42,590
97 1 0
HARDWARE VAR MITRE 800 | 12/0 935 | 12/0 Cont. Cont. Cont.
DEVELOPMENT 1,911 0 1
HARDWARE VAR VARIOUS 54,9 | 16,4 | VAR 10,9 | VAR Cont. Cont. Cont.
DEVELOPMENT 80 88 90
Subtotal Product 93,7 | 17,52 11,92 Cont. Cont. Cont.
Development 70 1 5
Remarks:
SAIC target value of contract includes other services’ funding (ARMY RDT&E).
SYSTEMS ENGINEERING VAR VAR 11,44 | VAR | 6,14 | VAR CONT. | CONT CONT.
2,97 6 8 .
6
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Subtotal Support 11,44 6,14 CONT. | CONT CONT.
2,97 6 8 .

Remarks

R-1 Shopping List — Item No. 198 - 26 of 198 - 23
UNCLASSI FI ED
Exhibit R 3, RDT&E, N Project Cost Analysis



UNCLASSI FI ED

EXH BIT R-3, FY 2002 RDT&E, N PRQJECT COST ANALYSI S
DATE: JUNE 2001
BUDGET ACTIVITY: 7 PROGRAM ELEMENT: 0303140N PRQJIECT NUMBER: X0734
PROGRAM ELEMENT TI TLE: Information Systens Security Program (I SSP) PROJECT TITLE: | SSP

Exhibit R-3 Cost Analysis (page 2) Date: MAY 2001
APPROPRIATION/BUDGET ACTIVITY: 7 PROGRAM ELEMENT: 0303140N PROJECT NAME AND NUMBER:
X0734
Contrac | Performing Total FYO1l FYO02 Awar Target
t Activity & Pys FYO [ Awar | FYO2 | Awar | Cost d CostTo Tota | Value
Cost Categories Method | Location Cost 1Cos | d Cost d Date | Complet || of
& Type t Date Date e Cost | Contrac
t
TEST AND EVALUATION VAR VAR 2,86 | VAR | 2,86 | VAR CONT. CONT | CONT.
8 9
Subtotal T&E 2,86 2,86 CONT. CONT | CONT.
8 9 )
Remarks
PROGRAM MGMT SUPPORT [ VAR VARIOUS 3,936 0 0
Subtotal Management 3,936 0 0 Cont. Cont | Cont.
Remarks
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Total Cost 100,6 31,8 20,9 Cont. Cont. | Cont.
82 35 42
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